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During the pandemic, many individuals expressed 
disbelief about the veracity of the COVID-19 virus, 
refusing to take part in governmentally mandated 
rules including wearing masks, maintaining dis-
tance, and, now that they are available, receiving 
COVID-19 vaccines. This can in part be attributed 
to the confusion and public anxiety created by 
politicians and health officials that are sharing 
differing and hard to digest scientific knowledge 
to the public through authoritative declaration. As 
a result, many individuals take it upon themselves 
to find the “real truth”, often employing cognitive 
biases when choosing what information to accept 
based on personal belief and values. This creates a 
public sphere with competing truths and truth-tell-
ers, and often a lack of dialogue between groups.

The report proposes a communicative design solu-
tion, to address a more effective means to com-
municate and lessen the impact of COVID-19 post-
truths. This report examines the post-truths and the 
moral codes of vaccine hesitancy and to get a bet-
ter understanding of vaccine hesitant motivations. 
Using evidence-based and empathetic models, we 
developed a communicative toolkit with the goal 
of bridging the gap between vaccine confidence 
and vaccine hesitancy and foster understanding 
of true information within hesitant individuals. 

Introduction 

Post-truth societies: 

Vaccine hesitancy:

Post-truth societies are a result of the circula-
tion of different forms of misinformation and disin-
formation within the public sphere, with a focus on 
emotional communication over factual data.1

An individual behaviour characterized by delay or 
refusal to vaccinate despite the availability to do so.2



Vaccine Confidence Guide & Toolkit | Fall 2021 3

The acceleration of post-truth societies can in 
part be attributed to the digital mediascape, 
algorithms, and hyper-partisan narratives from 
political parties. This creates an influx of fac-
tual and alt-factual information that is spread, 
leading to skepticism and distrust of author-
ity figures and the truth-tellers of society. Fur-
thermore, algorithms make it difficult to focus 
and find alternative information, forming echo 
chambers where relevant voices are actively 
excluded to engage their users.3 Post-truth sys-
tems allow for emotional communication rather 
than a focus on scientifically verified facts, blur-
ring the line between emotion and reason.4

In the times of COVID-19, behaviour in response 
to the pandemic at a political and individual 
level have varied widely, in part due to mis-
information and changing information about 
the virus and its safety. Many people seem 
to be skeptical about COVID-19 and related 
branches of the pandemic. Among other things, 
the skepticism includes whether the virus is a 
hoax, whether physical distancing is effective, 
whether masks are dangerous, and whether 
COVID-19 vaccines are safe or necessary. 

The issue is not that vaccine hesitant individuals 
are disinterested in health. In fact, studies have 
shown that parents who did not vaccinate their 

Post-Truths, Misinformation, & Medical Mistrust

children have considerable interest in health-re-
lated issues.5 The problem is that the resources 
they use for vaccine information are not reliable. 
Depending on where the individual falls on the 
vaccine hesitancy spetrum, having a trusted 
health care practitioner may be able to change 
their mind,5 but for many at the extreme end of 
the spectrum, the distrust in their physician goes 
beyond the individual level and encompasses the 
healthcare field and pharmaceutical industry. 

In addition, not all vaccine hesitant individuals 
come to their hesitancy through post-truths. 
Many marginalized and racialized populations 
may be hesitant due to distrust of the medical 
system from many generations of research with-
out consent or deep religious convictions. Gener-
ational mistrust is reinforced by health systems 
and discriminatory events that continue to this 
day, resulting in a multifaceted nature of medical 
mistrust6. In some cases, vaccine hesitancy is a 
combination of both post-truth misinformation 
and generational mistrust. It is important to con-
sider the origins of an individual’s vaccine hesi-
tancy in order to be empathetic in responding.
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Anti-vaccination beliefs are a facet of vac-
cine hesitancy. Contrary to public belief, vac-
cine hesitant groups are quite diverse, and 
many may yet vaccinate, even if it takes 
some convincing. Since the pandemic 
began, post-truth originating anti-vaccina-
tion attitudes have expanded to attempts to 
refute and discredit COVID-19 vaccines.7 

It’s important to keep in mind the broader influ-
ences on vaccine hesitancy. Post-truth societ-
ies question the legitimacy of science, exper-
tise, and medical authority5 inevitably exerts 
itself in the realm of vaccines. The term “local 
vaccination cultures” characterizes individ-
ual decisions about vaccination and how they 
are influenced by: shared beliefs about disease 
etiology; ideas about the potency and effi-
cacy of modern medicine; views on the need 
for preventative measures; local health ser-
vices experiences; and vaccination settings.8  

Unclear or untransparent information dis-
semination by public health services has also 
contributed to vaccine hesitancy and rejec-
tion. Vaccine safety systems have not been 
well explained to the public, and so those 
with questions often turn to the internet.   

Vaccine Hesitancy Influences 

Individuals who delay or refuse vaccines are sig-
nificantly more likely to have looked for vaccine 
information on the internet.5,9 The internet and the 
rise of extremely accessible social media plat-
forms gives a voice to anti-vaccination advo-
cates to disseminate their message. The easily 
accessible platforms of social media sites are 
able to spread rumours, myths, and inaccurate 
beliefs regarding vaccines, which has had a neg-
ative impact on vaccine confidence and uptake.5

For racialized and marginalized populations,  
hesitancy may often stem from medical mistrust. 
This is a significant and sensitive topic, as mistrust 
of the medical system arises from past research 
and experiments on unconsenting populations 
and individuals6,10. Some of these studies led to 
illness, death, and trauma, and require more 
consideration beyond the guides provided in this 
toolkit. With care and consideration, this toolkit 
can be used in tandem with other clinical  
materials, as post-truths can also colour and  
exacerbate mistrust.  

For more information on increasing  
vaccine confidence in black & racial-
ized populations, please refer to the 
LEAPS of care communication frame-
work from Eissa & collaborators (2021)11 

when carrying out these conversations. 

This kit is tailored for conversation about 
vaccine hesitancy originating from mis-
information and post-truths. This toolkit 
may help to mitigate some concerns in all 
hesitant populations, but to avoid essen-
tializing vaccine hesitancy communi-
ties, keep this in mind while discussing. 
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There is agreement in literature that opposition to 
vaccination stems from “strongly held ideological 
beliefs”.12 Vaccine attitudes can be categorized 
by their varying endorsement of different morals 
as laid out in the Moral Foundations Theory.13-15 
The broadest category of individuals is those 
with tepid attitudes towards vaccines. While 
there is a wide variety of diversity within their 
range, they tend to value liberty very highly, and 
have moderate concerns about safety, neces-
sity, and motives of vaccine service providers.12 

On the other hand, the individuals with atti-
tudes at the extreme end of the spectrum and 
those who reject vaccines endorse concerns 
about harm, fairness, purity, and liberty to a 
higher degree and endorse authority to a lower 
degree than anyone else on the spectrum. An 
understanding of the moral and ethical codes 
of these overtly rejecting attitudes may help 
us to understand and approach those who 
are ambivalent in their vaccine confidence. 

Moral Values & Foundations 
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Moral Values and Foundations 

Endorsement of Harm: concerned with violations to the safety and wellbeing of others 

Endorsement of Liberty: a preference freedom and the rights of the individual, and is identified with liertarian 
ideology, which holds individualized decisions to be of vital importance.12

Endorsement of Purity: concerns about impurity of body or mind and ‘unnatural’ acts. 

Rejection of Authority: a preference for traditional societal structures and deference to those in positions of power.  

These concerns towards vaccination 
are plagued by omission bias, or the 
tendency to assess harmful actions 
as worse than harmful inactions.5

One study of Canadian naturopathic 
patients found that one of the main 
determinants of a parent’s rejection of 
a vaccine for child was if they felt pres-
sured by the physician to vaccinate.17

Moral convictions may include 
the idea that “natural” is always 
better and healthier than artifi-
cial because of a common notion 
in vaccine hesitancy attitudes.

Moral convictions may include 
the idea that “natural” is always 
better and healthier than artifi-
cial because of a common notion 
in vaccine hesitancy attitudes.

Perceived risks of disease can pro-
mote vaccine acceptance. However, 
perceived risks of vaccines (real or 
alleged) can outweigh perceived 
benefits and foster vaccine rejection.12

Those in the middle of the spectrum 
also highly endorse liberty as a  
moral value.

The lay theory of immunity is a holistic 
understanding of the immune sys-
tem as central to the body’s health.  

The lay theory of immunity is a holistic 
understanding of the immune sys-
tem as central to the body’s health.  

Vaccines have been said to be a 
victim of their own success, with 
cognitive biases working against 
the decision to vaccinate.16 

Many within the broad fence-sitting 
group believe that while vaccines are 
effective and beneficial for society, it is 
important to allow individuals to make 
their own decisions about vaccines.12

This worldview about health sees 
vaccines as something that desta-
bilizes rather than boosts immune 
systems and would interfere with 
a child’s natural development.5

The goal of such an approach is 
to reject a proposition on which 
a scientific consensus exists.  

Risks of vaccine-preventable dis-
eases being perceived as low 
because of their effectiveness.12
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From examining the values that influence a 
lack of vaccine confidence, it is clear that trying 
to educate and approach vaccine hesitant 
individuals without a plan and with just the 
information at face value would be futile. 

Backfire effects: attempts to correct 
vaccine misinformation can at times be 
counterproductive and reduce intentions 
to vaccinate amongst certain groups.18,19

Backfire effects can occur when

• the corrective information is at variance with 
the message recipient’s cultural and moral 
values,12 or

• if the corrective information makes the 
recipient feel belittled, shamed, or attacked. 

Using empathy to understand the 
ethical concerns and values that inform 
vaccine hesitant attitudes puts us in a 
better position to communicate with the 
individuals holding those beliefs.

Backfire Effects 



Heading 1

Says Thinks

Feel oes

"How do I know 
what's actually 
in the vaccine?"

"Is it still safe for 
me to get the 

vaccine if I have 
this condition?"

"I'm pregnant 
should I still get 

the vaccine"

"My cousin told 
me that 

vaccines are 
dangerous..."

"Do I need to 
take time off 

work if I get the 
vaccine?"

"I already got 
COVID, do I still 
need to get the 

vaccine?"

"The information 
I saw online is 
different from 

what my doctor 
told me."

"This mRNA stuff 
is confusing and 

sounds 
dangerous."

"Can't my 
immune system 

protect me?"

I need to get 
approval by my 
family doctor.

My health 
complications 

prevent me from 
getting 

vaccinated.

People might 
think my 

questions are 
stupid.

Is it safe to be 
around my kids 
or other people 

if I have a 
vaccine in me?

They stopped 
distribution of 

AstraZeneca so 
how can 

vaccines be 
safe?

Infection and 
death rates are 

going down, why 
can't we just go 
back to normal 

already?

Some of my friends 
are encouraging me 

to get the vaccine 
but other friends will 

shame me for it. 
Who should I 

believe?

Has anyone died 
yet from getting 

a COVID-19 
vaccine?

Why get the 
vaccine if there 

are risks like 
health 

complications?

Doubtful. Tired. Angry and 
annoyed.

Distrustful. Confused. Afraid.

Upset. Ashamed. Stressed.

Joins public 
forums, such as 
Facebook, that 

are discussing it 
and read 

comments.

Listens to 
celebrity or 

online personas' 
opinions.

Looks for 
vaccine 

information 
online.

Asks physicians, 
family doctors, 

vaccine experts.

ignores or 
loosely follow 

mandated rules.

Compares what 
is happening in 
other countries 
and how they 

are handling the 
situation

Clicks 
algorithm-sug-
gested videos.

Makes health 
decisions for 

family.

Asks for and 
shares 

information and 
opinions with 
friends and 

family.

KEY ISSUES

Generalization: Generalization of all 
vaccine hesitant attitudes, which 
labels all individuals on the vaccine 
hesitancy spectrum as the same.

Attention bias: Those with vaccine 
hesitant attitudes tend to pay 
attention to certain information 
sources that they have already 
accepted while simultaneously 
ignoring others. 

Confirmation bias: Those who reject 
vaccines or are hesitant to vacci-
nate favour information that 
conforms to their pre-existing 
personal beliefs and narratives over 

 

Anchoring Bias: The tendency for 
vaccine hesitant individuals to 
relate any new information, 
research, and emerging COVID-19 
facts back to the very first initial 
information that emerged when the 
pandemic was new and there was 
much less certainty and scientific 
knowledge about the virus. 

Omission Bias: The human tenden-
cy to assess harmful actions as 
worse than harmful inactions.5 This 
leads to the belief that the real or 
alleged risks of vaccination are 
more harmful than the real risks of 
non-vaccination.

Distrust: Individuals who do their 
own research online may find and 
believe sources with mis- & disinfor-
mation, as opposed to listening to 
healthcare figures within the system 
due to their distrust of authority.

Empathy map of a vaccine hesitant individual as they consider whether vaccination is the best course of action. The 
map is made with the goal of understanding their motives and pain points.

Vaccine Confidence Guide & Toolkit | Fall 2021
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over facts.
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Conversations in Vaccine Confidence

Section 1: Empathy for  
Cultural & Moral Values

Section 3: Manner                                          
of Speech 

Section 2: Language                                 
to Avoid

Section 4: Sharing 
Information 

Be emotionally supportive & 
understanding – acknowledge 
that it can be scary & stressful to 
be a decision maker on health 
for oneself and others. 

Understand that people are coming 
from a diverse background, & 
face barriers in terms of language, 
access, age, & health literacy. 

Emphasize liberty & encourage 
choice – for example, that becoming 
vaccinated is a choice they’re making 
to protect themselves and each other. 

Emphasize social benefit – for example, 
reinforce that the decision to accept  
a vaccine is protective for their  
loved ones. 

Find a consistency between their phil-
osophical beliefs & corrective informa-
tion – for example, that it’s possible to 
reduce harm to others by vaccinating. 

Appeal to core values & overarching 
goals that bind us together – for 
example, vaccination can help us 
return to a state of normalcy. 

Do not directly question COVID 
skeptic individuals’ motivation & 
values – they may find this insulting & 
become defensive & less receptive.  

Speak confidently – do not waver, 
as your uncertainty may be 
evidence enough to someone who 
is already hesitant to vaccinate. 

Speak kindly – people are more likely 
to be receptive to someone they 
feel does not have ulterior motives. 

Keep the message simple – too  
many statistics can be confusing, 
overwhelming, & not be  
cognitively pleasing. 

Use linguistic models that are not 
demeaning or declarative – (see  
section 2: Language to Avoid).

Reflective listening - summarize & 
reflect what the individual has said.

Accusatory, insulting, and shaming  
language puts the people you 
are trying to connect with on the 
defensive, making them less likely 
to want to understand you & more 
inclined to blame others.20 

Divisive Language – imposing an 
othering “Us vs. Them” mentality only 
serves to further discordance & does 
nothing to foster a change of mind.21

Identity language – to separate the 
individual from their potentially harmful 
rhetoric, use language that describes 
the person’s attitudes instead of 
identifying them with a noun that 
fuses their attitudes with their identity 
(i.e., anti-vaxxer, anti-masker). 

Validating language – don’t use 
language to describe vaccine hesitant 
attitudes as a “movement” as this 
evokes a more established and  
unified front. 

Point out tactics & techniques used 
to obfuscate or distort information 
(e.g., removing cowntext). 

Do not repeat COVID-skeptical 
arguments themselves, simply 
provide the correct information. 

Emphasize scientific consensus. 

Narrative approach – personalized 
stories have a greater impact  
than numbers. 

Repetition of credible alternate  
information is effective in creating  
understanding.22

Asking open-ended questions  
allows for open discussion and  
understanding of the individual’s  
values & concerns. 

Elicit-Provide-Elicit - ask permission 
to fill in knowledge gaps & then 
share & verify that the individual has 
understood the new information.23 

Objective: The toolkit proposes language tips & 
steps to go about sharing reliable information 
to increase vaccine confidence.

A Guide & Tookit
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The suggested toolkit model targets the individuals with ambivalent attitudes 
towards vaccination to help increase their confidence through discussion. 
Toolkits are made to give guidance to the reader on how to accomplish a 
task. The key is to avoid provoking anger and making the individual feel like 
they are under attack.20 Therefore, we propose a toolkit as a more effective 
model would benefit readers on how to approach vaccine hesitant individuals 
to share and promote accurate information within the community.

Conclusion
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Looking for a COVID-19 
vaccine resource to share 
with your patients?

Our doctors are 
ready to talk and 
answer questions.

shn.ca/VaxFacts
416-438-2911 ext. 5738

If your patients are unsure 
about the COVID-19 vaccine  
or information they’ve seen, our 
VaxFacts Clinic is here to connect 
them with qualified doctors who 
understand that people may 
have questions or concerns, or 
just want to learn more.

To schedule a one-to-one 
phone conversation:

C L I N I C
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